TWYCROSS PARISH COUNCIL

RISK MANAGEMENT POLICY

Introduction

Twycross Parish Council (the ‘Council’) recognises its statutory duty to manage risk.  This extends to all functions and activities carried out by (or on behalf of) the Council, and interactions with third parties (contractors, volunteers and the public).  Risks may include:

· Financial
· Policies & Procedures
· Employment
· Assets (including IT)
· Health and Safety
· Reputational

Managing Risk

In order to manage risk effectively, it is important to understand what it is.  Risk can be defined as:

· Exposing someone or something to danger, harm, or loss.
· Bringing about the possibility of an unpleasant or unwelcome event. 
· An uncertain event or condition that will have an effect on a Council’s objectives or reputation.

Failing to appropriately manage risk may result in the Council:

· Breaking the law.
· Failing to meet its moral obligations.
· Damaging its reputation.
· Becoming financially unsound.
· Failing to meet its objectives.

‘Risk Management’ is the process of anticipating and evaluating risks together with the identification of procedures to avoid or minimise their impact.  The Council are required to:

· Identify risks: what are they?
· Assess risks: what is the likelihood of the risk, what impact may it have and how severe is it?
· Control risks: what can be done to mitigate (eliminate or reduce) the risk?
· Review risks & controls (reporting): has anything changed?  Are there any new risks?  Are the controls effective/adequate?

The Council’s approach to managing risk should be systematic, consistent and cost effective (proportionate to the risk).  Staff, Councillors and volunteers must be made aware of any risks and informed how to manage them.  Training will be conducted as required.  In addition, the Council has insurance to cover any general (and specific) known risks that may affect its operations or assets.  

In order to comply with the statutory requirements and moral obligations, the Council follow the risk management process as shown in figure 1 below:Identify Risks
Assess Risks
Control Risks
Review Risks & Controls
Risk Management
Figure 1






Risk Matrix

The Council use the following matrix to quantify risk.  The matrix measures the likelihood of an occurrence and the impact it may have on the Council’s functions/operations or its reputation (or third parties connected with/affected by the Council, i.e. contractors, volunteers or the public).


	Likelihood
	Highly Likely (3)
	Medium
(3)
	High
(6)
	High
(9)

	
	Possible (2)
	Low
(2)
	Medium
(4)
	High
(6)

	
	Unlikely (1)
	Low
(1)
	Low
(2)
	Medium
(3)

	
	
	Negligible (1)
	Moderate (2)
	Severe (3)

	
	


	
Impact/Severity




Risk - Impact, Controls and Monitoring

This level of risk then needs to be measured against the controls which are in place, any further action required to reduce the risk and how often it should be monitored.

	Risk
	Low
	Medium
	High

	Likelihood
	Unlikely
	Possible
	Highly Likely

	Severity/Impact
	Negligible
	Moderate
	Severe

	Controls
	Adequate Controls
	Acceptable Controls
	Unacceptable Controls

	Monitoring
	Half Yearly
	Quarterly
	Monthly (or Weekly)

	Further Action
	Unlikely to be Cost Effective
	Only If Cost Effective/ Practical
	Required Immediately



As risk is largely unavoidable to some degree the Council must decide how to manage it appropriately.  The Council need to decide whether a risk can be:

1. Tolerated – is the risk acceptable within controls, are controls disproportionate and cannot be justified, or are risks unavoidable/uncontrollable.

2. Treated – can controls be implemented that manage/prevent the risk.

3. Transferred – to a third party (e.g. out-sourcing a service such as grounds maintenance, or insuring against the risk).  Reputational risk cannot be transferred.

4. Terminated – can the activity creating the risk be stopped or suspended until a suitable control can be implemented.

Insurance

The Council may take out insurance to manage certain risks including:

· Loss and damage of assets owned or managed by the Council.

· Public liability for damage to third party property/individuals arising from a Council service or amenity.  This may include legal liability due to the ownership of assets.

· Consequential loss for loss of income or the requirement to provide essential services following critical damage, or the loss caused by/non-performance of a third party.

· Fidelity Guarantee for the loss of cash due to theft or dishonesty.



Responsibilities

All parties acting on behalf of the Council are responsible for minimising risk in some form.  This includes:

· The Council (as a corporate body)
· Councillors
· Staffing Committee
· Clerk (and any other staff)
· Volunteers
· Third party contractors
· Auditor (internal and external)

The Council (with the guidance of the Clerk/Responsible Financial Officer) has overall responsibility for identifying, analysing, controlling, recording and monitoring risk.  The Council must then ensure the necessary policies, procedures, training and insurance are provided to appropriately manage and mitigate risk.
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APPENDIX 1
Twycross Parish Council
Risk Management Assessment*
*see associated Risk Matrix
Financial
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Precept
	· Inadequate precept in order for the Council to carry out its Statutory duties.
· Precept capping at 2%.
	2
	3
	H
	M
	· Base precept on budget (forecast).
· Factor tax base in budget/precept calculations.
· Set realistic budget according to existing data and proposed/anticipated costs.
· Allow for a margin of error/cost increases and additional service requirements.
· HBBC advised of precept requirement within set period.
	.

	Financial Records
	· Incomplete records.
· Inaccurate records.
	2
	2
	M
	L
	· Financial Regulations mitigate issues.
· Financial Regulations are reviewed annually.
· Accounts are audited internally (by the Council/ appointed auditor).
· Account balances are provided at each full meeting.
	· Existing processes are considered adequate.

	Banking & Internet Banking
	· Errors by the bank.
· Incorrect transfers.
· Fraud.
· Loss of internet banking fob.
	2
	2
	M
	L
	· Monthly/bi-monthly bank reconciliations.
· Financial Regulations are adhered to.
· Safe storage of internet banking fob.
· Secure passwords (not stored on computer).
· Internet banking log on via Council laptop only.
	· Existing processes are considered adequate.

	Bank Mandate
	· Insufficient signatories.
· Out of date mandate.
	2
	2
	M
	L
	· Ensure bank mandate contains at least 5 signatories.
· Review mandate annually and update as required.
	· Existing processes are considered adequate.

	Payments
	· Unpaid invoices.
· Incorrect payments (over or under).
· Fraud.
· Inappropriate use of public money.
	2
	2
	M
	L
	· Financial Regulations adhered to.
· Two signature rule for cheques.
· Payments agreed at council meetings (emergency payments made as per the Financial Regulations).
· Only pre-approved payments/purchase of office supplies can be made outside of a council meeting.
· Accounts are audited.
· Best value approach taken to purchases. 
	· Existing processes are considered adequate.

	Salary Payments
	· Unpaid salary.
· Unpaid NI/Tax/Pension.
· Overpayments.
	2
	3
	H
	L
	· Salary is paid via standing order (see Financial Regulations)
· NI/Tax is paid to HMRC (Pension contributions to LCC) on behalf of Council via BACS (by Clerk).
· Accounts are audited.
	· Existing processes are considered adequate.

	Grants (received)
	· Inappropriate application for a grant.
	1
	3
	M
	L
	· Grants applications must be agreed at a full council meeting and minuted.
· Application paperwork retained by the Clerk.
	· Existing processes are considered adequate.

	[bookmark: _Hlk479369503]Grants (payable)
	· Inappropriate payment of a grant.
	1
	3
	M
	L
	· Grant decisions must be agreed at a full council meeting, in-line with S137 regulations and minuted.
· Application paperwork retained by the Clerk.
	· Existing processes are considered adequate.

	VAT 
	· Claiming incorrect VAT.
	2
	2
	M
	L
	· Purchases incurring VAT must be reviewed to ensure VAT is reclaimable.
· Invoices checked for VAT No. to ensure it is reclaimable.
· VAT reclaimed annually (or twice yearly depending on the value of the claim).
	· Existing processes are considered adequate.

	Audits
	· Inadequate financial information supplied to Council or auditors.
	2
	2
	M
	L
	· Financial updates provided at each full council meeting.
· Internal audit carried out on a quarterly basis
· External audit conducted as required.
	· Accounts are presented at every meeting and are signed off by the Chair 

	Annual Return
	· Inadequate completion.
· Late submission.
	2
	2
	M
	L
	· Annual Return completed as per the guidance and with support of internal auditor.
· Filed within the advised deadlines.
	· Existing processes are considered adequate.

	Fraud
	· Illegal activity by Clerk.
· Illegal activity by Councillor.
· Illegal activity by a third party.
	2
	3
	H
	L
	· Financial Regulations provide some protection.
· All cheque payments require two signatures.
· Accounts presented to the Council on a regular basis.
· Cheque book/bank account details retained by the Clerk.
· Insurance policy (fidelity guarantee) cover for fraud.
	· Existing processes are considered adequate.



 Policies and Procedures
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Legislation
	· Failure to comply with legislation.
	2
	3
	H
	L
	· Attend approved training courses (Clerk/Councillors)..
· Clerk to update Council on any legislative changes.
· Circulation of LRALC newsletter to all Councillors.
· Transparency Code – compliance with.
· Adherence to up to date policies and procedures.
	.

	Paper Documentation
	· Inaccurate.
· Security issues.
· Storage issues.
· Fire risk.
· Inappropriate disposal.
	2
	3
	H
	M
	· Processing, storage and disposal of paperwork meets legal requirements (inc. Data Protection Act, Freedom of Information Act, Retention Policy) and where possible, best practice.
· Confidential/sensitive paperwork & current minutes/ accounts are retained in a lockable filing cabinet.
· Clerk to store paperwork. Where there is insufficient space, paperwork should be archived with the local records office.
· Confidential/sensitive information is shredded if no longer required.
	· Existing processes are considered adequate 

	Electronic Documentation
	· As above plus...
· Corruption of computer data.
· Loss of storage device.
	2
	3
	H
	L
	· Up to date anti-virus software on computer.
· Regular back-ups on a removable storage device (& safe storage of device).
· Availability of technical support (for current Clerk).
	· Existing processes are considered adequate.

	Interests
	· Conflict of interests.
	2
	2
	M
	L
	· Register of member’s interest to be reviewed annually.
· Members to advise council as to any declarable interests at the start (or during) a meeting.
· Councillors to abide by the Council’s Code of Conduct.
	· Existing processes are considered adequate.

	Data Protection
	· Failure to comply.
	1
	2
	L
	L
	· Data Protection policy is adhered to.
· Council registered with the ICO.
	· Existing processes are considered adequate.

	Freedom of Information
	· Failure to comply.
	1
	2
	L
	L
	· Publication Scheme is adhered to.
	· Existing processes are considered adequate.

	Meeting Locations
	· Unavailable.
· Inadequate.
· Accessibility issues.
	2
	2
	M
	L
	· Alternative locations are available (3 meeting locations).
· Locations meet the requirements for a council meeting.
· Venues are accessible although could be improved.
	· Existing processes are considered adequate.



  
Employment
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Legislation
	· Failure to comply.
	2
	3
	H
	L
	· Employment law adhered to.
· Employment contract in place.
· Appropriate training provided to Clerk/Councillors.
· Staffing Committee to oversee employment matters.
· Employment policies in place and reviewed annually.
· Employee liability insurance.
	· Existing processes are considered adequate.

	Sickness
	· Duties not carried out.
	2
	3
	H
	M
	· Sickness/Annual Leave policy in place.
	· Existing processes are considered adequate.

	Homeworking
	· Health and Safety risks to employee.
· Security of office equipment/assets.
	2
	3
	H
	L
	· Homeworking policy in place.
	· Existing processes are considered adequate.

	Lone-Working
	· Health and Safety risks to employee.
	2
	3
	H
	L
	· Lone-working policy in place
	· Existing processes are considered adequate.

	Unavailability of Clerk
	· Duties not carried out.
	2
	3
	H
	M
	· Sickness/Annual Leave policy in place.
	· Existing processes are considered adequate.

	Disciplinary and Grievance
	· Legal issues arising.
· Duties not carried out.
· Breakdown in relationships.
	2
	3
	H
	L
	· Disciplinary & Grievance Policy in place.
	· Existing processes are considered adequate.




Assets (owned/managed)
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Asset Register
	· Incomplete or inaccurate.
· Uninsured items.
	2
	3
	H
	L
	· Asset register updated to reflect new purchases/acquisitions.  Reviewed annually.
· Insurance reviewed annually.
	· Existing processes are considered adequate.

	Assets 
(office -including IT equipment)
	· Failure of assets.
· Damage caused to/by assets.
	2
	3
	H
	L
	· Health and Safety Policy in place.
· Risk assessments conducted on a regular basis.
· Insurance policy includes consequential loss.
	· Existing processes are considered adequate.

	Assets (outside)
	· Damage to assets.
· Damage caused by assets.
	2
	3
	H
	M
	· Health and Safety Policy in place.
· Risk assessments conducted on a regular basis.
· Insurance policy includes public liability cover and consequential loss.
· Policies are reviewed annually.
· Annual ROSPA inspections.
	· Risk assessments need to be conducted (and recorded) on a regular basis by the ‘supervisors’ in each area.

	Contractors
	· Poor service.
· Incomplete tasks.
· Public complaints.
· Damage to assets.
	2
	2
	M
	L
	· References sought for large contracts (e.g. grounds maintenance).
· Clerk/Councillors monitor service levels.
· Clerk manages relationships & feedbacks to Council.
· Payment retained until work meets requirements.
· Contractor is required to produce health & safety, risk assessment & insurance (Inc. public liability) documents.
	· Existing processes are considered adequate.



Health and Safety
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Health and Safety Issues
	· Failure to comply with legislation.
· Health and safety risks for individuals/ assets.
	2
	3
	H
	M
	· Attend approved training courses (Clerk/Councillors).
· CILCA qualified Clerk.
· Clerk to update Council on any legislative changes.
· Adherence to up to date Health & Safety/Risk Assessment policies and procedures.
· Public liability insurance in place.
	· Existing processes are considered adequate.
· Third party risk will always be unpredictable, but can be insured against.




Insurance
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Insurance Policy
	· Insufficient insurance cover.
· Financial loss.
	2
	3
	H
	L
	· Update insurance as required to cover any new assets (see asset register) or identified risks (as appropriate).
· Review insurance requirements/policy and asset register annually.
	· Insurance policy meets requirements.  Reviewed annually



Reputational
	
	
	RISK
	
	

	Subject
	Potential Risk
	Likeli-hood
	Impact
	Level
	After Control
	Control
	Comments

	Council’s Reputation
	· Damage caused to Council’s reputation.
	1
	3
	M
	L
	· Adherence to Council policies.
· Adherence with legislation.
· Clerk/Councillor training.
· LRALC updates circulated.
· Code of Conduct adhered to.
· Council to strive to maintain good relations with third parties, public and press.
· Transparent conduct.
· Work towards Quality Council Status.
· Clerk to qualify if possible
	· Existing processes are considered adequate.
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